
 

 
 

1 

 
 
 

Data controller: EIT Urban Mobility, Calle Pamplona 104, 3rd floor, 08018 Barcelona, Spain 
 

 SPOC: Sandrine Tran Ba Huy – Head of HR (sandrine.tranbahuy@eiturbanmobility.eu) 
 
 
 
 
 
 
 
As part of any recruitment process, EIT Urban Mobility (hereinafter, the “Organisation”) processes personal data relating 
to job applicants. The Organisation is committed to being transparent about how it collects and uses that data and to 
meeting its data protection obligations. 
 
 

What information does the Organisation collect? 
 
The Organisation collects a range of information about you. This includes: 
 

• Your name, nationality, address and contact details, including email address and telephone number. 

• All data you included in your CV (ex. image). 

• Details of your qualifications, skills, experience and employment history. 

• Information about your desired salary and notice period. 

• Information about your entitlement to work in the job location; and once an offer is made, the information 

regarding the legal right to work. 

The Organisation may collect this information in a variety of ways. For example, data might be contained in application 
forms, CVs or resumes, obtained from your passport or other identity documents, or collected through interviews or 
other forms of assessment, including online tests. 
 
The Organisation may also collect personal data about you from third parties, such as references supplied by former 
employers. 
 
Data will be stored in a range of different places, including on your application record, in HR management systems and 
on other IT systems (including email). 
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Why does the Organisation process personal data? 
 
The Organisation needs to process data to take steps at your request prior to entering into a contract with you, in 
accordance with its legitimate interests under Article 6(1)(f) GDPR and as necessary for entering into an employment 

contract under Article 6(1)(b) GDPR  
 
In some cases, the Organisation needs to process data to ensure that it is complying with its legal obligations. For 
example, it is required to check a successful applicant's eligibility to work in the JOB LOCATION before employment 
starts, in compliance with legal obligations under Article 6(1)(c) GDPR. 
 
The Organisation has a legitimate interest in processing personal data during the recruitment process and for keeping 
records of the process. Processing data from job applicants allows the Organisation to manage the recruitment process, 
assess and confirm a candidate's suitability for employment and decide to whom to offer a job, in accordance with its 
legitimate interests under Article 6(1)(f) GDPR. 
 
The Organisation may also need to process data from job applicants to respond to and defend against legal claims, in 

compliance with legal obligations under Article 6(1)(c) GDPR. 

 
The Organisation processes such information to carry out its obligations and exercise specific rights in relation to 
employment, as necessary for entering into an employment contract under Article 6(1)(b) GDPR. 
 
The Organisation may keep your personal data on file in case there are future employment opportunities for which you 
may be suited based on your consent under Article 6(1)(a) GDPR.  
 
 

Who has access to data? 
 
Your information may be shared internally for the purposes of the recruitment exercise. This includes members of the 
HR and recruitment team, interviewers involved in the recruitment process and managers in the business area if access 
to the data is necessary for the performance of their roles. 
 
The Organisation will not share your data with third parties, unless your application for employment is successful and it 
makes you an offer of employment.  
 
 Your data will be stored within the European Economic Area (EEA). In cases where data access from outside the EEA is 
required (e.g., for support or maintenance), appropriate safeguards, such as Standard Contractual Clauses (SCCs), are in 
place to ensure GDPR compliance 
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How does the Organisation protect data? 
 

The Organisation takes the security of your data seriously. It has internal policies and controls in place to ensure that 
your data is not lost, accidentally destroyed, misused or disclosed. The Organization uses BambooHR, an HR platform 
provider that implements robust security measures to protect your data, prevent leaks, and block unauthorized access, 
including: 

• Active bug bounty program 

• Web application firewall 

• Input validation 

• 24/7 security management and monitoring 

• Native Multi-Factor Authentication 

• Frequent vulnerability scans 

• Annual third-party SOC I & II security audits 

• Third-party penetration testing 

• Highest industry-standard encryption 

• Access monitoring 

 
 
For more details visit BambooHR Trust Center | Powered by SafeBase. 

 
For how long does the Organisation keep data? 
 
If your application for employment is unsuccessful, the Organisation may hold your data on file for 3 years after the end 
of the relevant recruitment process for the sole purpose of the attendance of any responsibility or obligations that could 
arise from the maintained relationship. After such period your data will be deleted. 
 
If your application for employment is successful, personal data gathered during the recruitment process will be 
transferred to your personnel file and retained during your employment. More information about the data processing 
in this regard will be provided to you in a new privacy notice. 
 
 

Your rights 
 
As a data subject, you have a number of rights. You can: 
 

• Access and obtain a copy of your data on request. 

• Require the Organisation to change incorrect or incomplete data. 

• Require the Organisation to delete or stop processing your data, for example where the data is no longer 

necessary for the purposes of processing; and 

https://trust.bamboohr.com/


 

 
 

4 

• Object to the processing of your data where the Organisation is relying on its legitimate interests as the legal 

ground for processing. 

If you would like to exercise any of these rights, please contact Sandrine Martin Tran-Ba-Huy: 
sandrine.tranbahuy@eiturbanmobility.eu. 
 
If you believe that the Organisation has not complied with your data protection rights, you can complain to the 
competent Supervisory Authority, whose details are available here. 
 
 

What if you do not provide personal data? 
 
You are under no statutory or contractual obligation to provide data to the Organisation during the recruitment process. 
However, if you do not provide the information, the Organisation may not be able to process your application properly 
or at all. 
 
 

Version  Date Changes  Approved 

V0.1 17 March 2021 Original version Sandrine Tran-Ba-Huy 

V0.2 6 April 2022 Amended to align with the expert Elisa Thomson recommendations Legal and HR 

V0.3 17 March 2025 Amended to align with the current GDPR regulations. Legal and HR 

 
 
 
 

mailto:sandrine.tranbahuy@eiturbanmobility.eu
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